ASAP

3awmnTHa cteHa (Firewall)
Mapka n mogen ASAP FW100

Cepus: ASAP FW

MpowussoamnTen: ASAP/ACAIN EOO/

OCHOBHM $YHKLIMOHANHOCTM Ha CucTeMaTa:

. 3allnMTHa CTeHa 3a GUATpUpaHe Ha HTepHeT Tpaduka;
. CucTtema 3a pa3no3HaBaHe Ha npobusu (IPS);

CrcTema C ueHTpanv3npaHo ynpasaeHye 3a 3aly/Ta Ha CbPBbPY 1 PaOOTHM CTaHLUMK OT 3N10BPEAEH KOZ
n Mpexosu aTakn (EDR);

. YnpasneHve 1 GUATPYPaHe Ha AOCTbMa A0 WHTEPHET 3a OrpaH/yeHre Ha A0CTbMa A0 HeXenaHu
canToBe;

. LleHTpanv3vpaHo ynpasaeHve Ha [LOCTbMa, WMHTErpyvpaHo C BCUMYKM KOMMOHEHTV Ha CucTemaTa,
BK/IOUNTENHO CBbP3BaHe C MpexaTa MOCPeACTBOM XWYHa Wv Oe3xkmyHa Bpb3ka U MHOrodpakTopHa
aBTeHTUOUKaLms (MFA);

BBb3MOXHOCT 3a CUrypeH oTAaneyeH AoCTbN A0 pecypcnTe Ha opraHusanyara (VPN);

: LleHTpanu3npaHo cbbupaHe, aHanau3 1 HabnrodeHVe Ha XypHasHW ¢aiinoBe 3a pa3no3HaBaHe Ha
CbOUTUA, CBBP3aHK C knbepcurypHocTTa (SIEM), KOMTO arperupa xypHanute oT ropensbpoeHnTe cuctemm

. NoAAPBXKa Ha BUPTYanHn mpexiu (VLAN)
. Bb3MOXHOCT 38 BKIHOYBaHEe Ha nose4e OT e4AnH MHTepHeT 4OCTaBYMK
. 3alyiTa Ha enekTpoHHaTa nolla Ha Bxoja/n3xosa

CerMeHTVIpaHe Ha MpexoBust Tpaduk
. 3awmnTHNTe cTeHkn Firewall (active) u Firewall (Passive) morat fa 6bAaT KOHQUIypuUpaHu KakTo ¢ 2 6pos
YCTPOWNCTBA Taka 1 C 4 6pOsA 3a BbTPELHUS 1 BbHLIHNSA Tpaduk

TexHnUeckn XxapakTepuCTUKn:
. BB3MOXHOCT 33 MOHTaX B CbpPBBbPEH/KOMYHVIKaLMoHeH Wwkad 19U

MoaapbXKa Ha pexurm 3a BuUcoka HagexaHocT (high availability) mpy koMbrHauma Ha 2 nanm noeeye
YCTPONCTBa

Bpol 1Gbit nopToBe 3a cBbp3BaHe - 2 6pos

Bpor 10Gbit nopToBe 3a cBbp3BaHe - 2 6pos

MponyckaTenHa CNoCcoObHOCT B PEXIM ,3allMTHa CcTeHa" - 10 10Gbit/s

MponyckatenHa cnocobHocT B pexum VPN IPsec - go 1.2Gbit/s

MponyckaTenHa CNOCOBHOCT B PeXIM 3a 3allMTa OT BbHLUHK 3anaaxu (thread protection) - go 1Gbit/s

CpeaHo 3akbcHeHre - 149us
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